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What is Two-Factor Authentication?

Protect your sensitive governance materials with Two-Factor Authentication (TFA). TFA
prevents unauthorized access to your Govenda accounts by requiring a text message
confirmation code upon login.

Managing Two-Factor Authentication:

1. You can access your two-factor authentication management in the left navigation
menu. Click on ‘Settings’ and then ‘Two-Factor Authentication’

2. Turn on TFA for your organization by clicking ‘Yes’ where it says ‘Require Two-Factor
Authentication’

Dashboard / Two-Factor Authentication Settings
Two-Factor Authentication Settings

Protect your organization with Two-Factor Authentication

This is an added layer of security where your users will be required to enter both
a password and an authentication code sent to their phone in order to log in.
(If someone has their password, it won't be enough to access their account.)

Require Two-Factor Authentication

3. You will a few options when setting up TFA for your users:

o Allow Trusted Devices. Allows users’ devices to be trusted and they won’t be
asked to enter an authorization code each time that they sign in (set
expiration).

o Setting Expiration. Users can mark their devices as trusted so that they will
not be asked to enter an authorization code each time they sign in with that
device. Choose from: Never Expire, 30 days, 60 days, or 90 days.

o Do Not Allow Trusted Devices. Asks users for authorization code and
password for every log-in.
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Logging in with Two-Factor Authentication

Once your organization has turned on TFA, users will be required to add a cell phone number
to their account in order to receive a code to log in.

1. Enteryour email and password from the Sign-In screen.
Upon your first login after TFA has been set up, you will be asked to enter a phone
number to receive an authentication code via text message. Enter your phone number
and hit the ‘Add Number’ button to continue.

3. You will receive a text message with the authorization code, enter that code and hit the
‘Login’ button.

Cancel Two Factor
Cancel Two Factor

Your Organization Requires Two Factor Authentication

A text message with a verification code has been sent to
(412) 418-7332

This is an added layer of security where you will be required to enter
Enter it below to log in

both a password and a code sent to your phone to gain access to your
account.

Problem? Check Number

U OO

Now even if someone has your password it will not be enough to
access your account.

What is your mobile phone number

g +’I (***) ok ok _kokokok

Number only used for security reasons.
Message and data rates may apply.

4. If your organization allows it, you have the option to mark your device or browser as
trusted so that you do not have to enter a TFA code with every login. This is not
recommended if you are using a public computer or shared device. Make your
selection and then hit ‘Continue’ and you will be logged into your account.

If you ever need to change your TFA number, you can edit your number by accessing the
‘Settings’ screen from Govenda on any device.
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Security Codes for Offline Login

Security Codes for Offline Login

Even W|th TFA ena bled, you do have the ab|l|ty to log in These 12 single-use codes will let you access your account

while offline. They are valid for this device only.

Oﬁ“ ne. We recommend you write down, or print your codes then
store them somewhere safe. If you lose your offline codes,
you will NOT not be able to log in offline while two factor

authentication is enabled for your organization.

1. Thefirst time you login on a mobile device after

Account: hguinn@govenda.com

setting up TFA, you will be prompted to generate Device: iPhone
offline codes. 182860 117888
2. Choose ‘Yes’. You will be shown 12 single-use codes 908621 495473
: . _ _ 994636 515062
valid for the device that you are on. Print or save this 529802 483854
list and then store it in a safe place. These 12 159156 307279
513330 398686

single-use codes will let you access your account while
offline.
3. Ifyou lose the offline codes, you will not be able to log
in offline while TFA is enabled for your organization. You can access your codes by
clicking on ‘Settings’ and selecting ‘Manage’ under the Login Security Codes section.

PROFILE NAME

Witherspeon Sara Change

EMAIL | PASSWORD | TWO FACTOR
Ermail i switherspoonBovends con

Passward
Lot Changed 2022-1-26

Two-Factor Phone <

AUTHENTICATION

Associate this account with Face ID

DATE FORMAT

2022-10-18  YYYY-M-D Change

NOTIFICATIONS

Notifications

OFFLINE MODE

Login Security Codes Manage

Available Space

Used Space

Offline Documents Delete
All Data Delete
Offline functionality enabled.

The passcode used to leck this device allows you to securely
download beard materials to view while offline. Removing this

will disable this i and any data you may have
stored offline will be lost.

ABOUT THIS APP

Version Numbaer 9.0
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